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Documents

Reference documents Readthedocs [https://afs-sdk.readthedocs.io/en/latest/overview.html]



Installation

Support python version 3.5 or later


pip install on AFS notebook

AFS provides the release version SDK on private pypi server. Run the following command on notebook cell to install SDK:

!pip install afs2-model





List the installed packages.




Develop


(For SDK developer) From sources


	Clone the repository to local.


	To build the library run:




$ python setup.py install







(For SDK developer) Build from source


	Clone the repository to local.


	To build the wheel package:




$ python setup.py bdist_wheel






	.whl will be in dist/









          

      

      

    

  

    
      
          
            
  
Examples


models


upload_model

How to upload a model file(<3GB) on notebook.

Code

from afs import models

# Write a file as model file.
with open('model.h5', 'w') as f:
    f.write('dummy model')

# User-define evaluation result. Type:dict
extra_evaluation = {
    'confusion_matrix_TP': 0.9,
    'confusion_matrix_FP': 0.8,
    'confusion_matrix_TN': 0.7,
    'confusion_matrix_FN': 0.6,
    'AUC': 1.0
}

# User-define Tags. Type:dict
tags = {'machine': 'machine01'}

# User-define Feature Importance Type:list(dict)
feature_importance = [
	{'feature': 'petal_length', 'importance': 0.9473576807512394}, 
	{'feature': 'petal_width',  'importance': 0.038191635936882906}, 
	{'feature': 'sepal_length', 'importance': 0.011053241240641932}, 
	{'feature': 'sepal_width',  'importance': 0.0033974420712357825}
]

coefficient = [
	{'feature': 'B-0070-0068-1-FN66F_strength', 'coefficient': -4.730741400252476}, 
	{'feature': 'B-0070-0068-1-FN66F_vendor', 'coefficient': -0.9335123601234512}, 
	{'feature': 'B-0070-0068-1-FN66F_tensile','coefficient': 0.16411707246054036}, 
	{'feature': 'B-0070-0068-1-FN66F_lot','coefficient': -0.08745686004816221}, 
	{'feature': 'Machine','coefficient': 0.015048547152059243}, 
	{'feature': 'Lot','coefficient': -0.010971975766858174}, 
	{'feature': 'RPM','coefficient': 0.0003730247816832932}, 
	{'feature': 'record_purpose','coefficient': 0.0}
]

# User-define RSA Public key Type:string
encrypt_key = """-----BEGIN RSA PUBLIC KEY-----
MIGJAoGBAJrX4NIpPBdsOoFDo6oTUiRVM2CCYF/wdCy/KZ54mHyPRRFwtxcuRYt5omODY8uh
zTWjkb0jv0JphsHJmjeYkggHUxTrWeJ2gPfReTKPfmIGP0BQhHtwb92gxPYiJVHjSVgLLOe2
75iRyb7a5N20eiw5bEB4IFsuy+QXbDvUUsNPAgMBAAE=
-----END RSA PUBLIC KEY-----
"""

# Model object
afs_models = models()

# Upload the model to repository and the repository name is the same as file name, the the following is optional parameters:
#   1. (optional) accuracy is a evaluation of the model by the result of testing.
#   2. (optional) loss is a evaluation of the model by the result of testing.
#   3. (optional) extra_evaluation is for other evaluations for the model, you can put them to this parameter.
#   4. (optional) tags is the label for the model, like the time of data or the type of the algorithm.
#   5. (optional) feature_importance is the record how the features important in the model.
#	6. (optional) coefficient indicates the direction of the relationship between a predictor variable and the response variable.
#   7. (optional) If there is a encrypt_key, use the encrypt_key to encrypt the model
afs_models.upload_model(
    model_path='model.h5',
	model_repository_name='model.h5',
	accuracy=0.4,
	loss=0.3, 
	extra_evaluation=extra_evaluation, 
	tags=tags,
	feature_importance=feature_importance,
	coefficient=coefficient,
	encrypt_key=encrypt_key
)

# Get the latest model info 
model_info = afs_models.get_latest_model_info(model_repository_name='model.h5')

# See the model info
print(model_info)





results

{
	'uuid': '3369315c-d652-4c4d-b481-405be2ad5b33',
	'name': '3369315c-d652-4c4d-b481-405be2ad5b33',
	'model_repository': 'ef388859-64fb-4718-b90f-34defc8a3aae',
	'owner': '12345338-62b6-11ea-b1de-d20dfb084846',
	'evaluation_result': {
		'accuracy': 0.4,
		'loss': 0.3,
		'confusion_matrix_TP': 0.9,
		'confusion_matrix_FP': 0.8,
		'confusion_matrix_TN': 0.7,
		'confusion_matrix_FN': 0.6,
		'AUC': 1.0
	},
	'tags': {
		'machine': 'machine01',
		'is_encrypted': True
	},
	'feature_importance': [{
		'feature': 'petal_length',
		'importance': 0.9473576808
	}, {
		'feature': 'petal_width',
		'importance': 0.0381916359
	}, {
		'feature': 'sepal_length',
		'importance': 0.0110532412
	}, {
		'feature': 'sepal_width',
		'importance': 0.0033974421
	}],
	'coefficient': [
		{'feature': 'B-0070-0068-1-FN66F_strength', 'coefficient': -4.730741400252476}, 
		{'feature': 'B-0070-0068-1-FN66F_vendor', 'coefficient': -0.9335123601234512}, 
		{'feature': 'B-0070-0068-1-FN66F_tensile','coefficient': 0.16411707246054036}, 
		{'feature': 'B-0070-0068-1-FN66F_lot','coefficient': -0.08745686004816221}, 
		{'feature': 'Machine','coefficient': 0.015048547152059243}, 
		{'feature': 'Lot','coefficient': -0.010971975766858174}, 
		{'feature': 'RPM','coefficient': 0.0003730247816832932}, 
		{'feature': 'record_purpose','coefficient': 0.0}
	],
	'size': 11,
	'created_at': '2020-04-06T10:23:56.228000+00:00'
}







get_latest_model_info

Code

from afs import models
afs_models = models()
afs_models.get_latest_model_info(model_repository_name='model.h5')





Output

{
	'evaluation_result': {
		'accuracy': 0.123,
		'loss': 0.123
	},
	'tags': {},
	'created_at': '2018-09-11 10:15:54'
}







download_model

Code

from afs import models

# Model object
afs_models = models()

# Download model from model repository, and get the last one model.
afs_models.download_model(
	save_path='dl_model.h5', 
	model_repository_name='model.h5', 
	last_one=True)

# Or get the specific model name in the model repository.
afs_models.download_model(
	save_path='dl_model.h5', 
	model_repository_name='model.h5', 
	model_name='2019-07-10 02:59:11.610828')

# List the directory
!ls





Output

dl_model.h5 







decrypt_model

Code

from afs import models

decrypt_key = """-----BEGIN RSA PRIVATE KEY----------END RSA PRIVATE KEY-----
"""

# Model object
afs_models = models()

# Download model from model repository.
afs_models.download_model(
	save_path='dl_model.h5', 
	model_repository_name='model.h5', 
	last_one=True)

# Open the model and decrypt.
with open('dl_model.h5', 'rb') as f:
	data = f.read()
	model = afs_models.decrypt_model(data, decrypt_key







[Advanced] Token download_model

Code

from afs import models

# AFS connect info. 
# Example format, CANNOT COPY AND PASTE.
# AFS API target endpoint
target_endpoint="https://api.afs.wise-paas.com"

# AFS service instance id
instance_id="123e4567-e89b-12d3-a456-426655440000"

# WISE-PaaS SSO token be gotten from SSO authentication
token="bearer eyJhbGciOiJSUzI1NiIsImprdSI6Imh0dHBzOi8vdWFhLmFyZmEud2lzZS1wYWFzLmNvbS90b2tlbl9rZXlzIiwia2lkIjoia2V5LTEiLCJ0eXAiOiJKV1QifQ..R1SHUv8CIIoEN1pL5aGjxTn3OMB1rgjumD0hFFFrqNVIwcctN4QvNH1kK6G6SZyrlXvjU_TXNDAbsAXiWLUkG7L60GZR2ZpJyPGNemZITjffuCKi0paQOrmAW5S0Nvn505G955DbuGDMGxQPOaorAcOkJYzFfAujSoZk3KMZmId9ACXr_Z96Fx5yhYnfXjT9aZDsASsx9I5UHYpunHRbzINJFx2PIxrYwCzfX2vFJqgeqeyeE1rjRsoS6GRj7eM3ud4YKQaC-MK0TFttkTeRtPwggUJV51QhDmH03EYQ5qVFqsixE_zPGKFQb4wnTkdWGUOyBjoYSTuzk_dUZNbHGG"

# Model object
my_models = models(
    target_endpoint=target_endpoint,
    instance_id=instance_id,
    token=token,
)

# Download model from model repository, and get the last one model.
my_models.download_model(save_path='dl_model.h5', model_repository_name='model.h5', last_one=True)

# Or get the specific model name in the model repository.
my_models.download_model(save_path='dl_model.h5', model_repository_name='model.h5', model_name='2019-07-10 02:59:11.610828')

# List the directory
!ls





Output

dl_model.h5 










          

      

      

    

  

    
      
          
            
  
API Reference


afs.models module


	
class afs.models.models(target_endpoint=None, instance_id=None, auth_code=None, token=None)

	Bases: afs.get_env.AfsEnv


	
create_model_repo(model_repository_name)

	Create a new model repository. (Support v2 API)


	Parameters

	model_repository_name (str [https://docs.python.org/3/library/stdtypes.html#str]) – (optional)The name of model repository.



	Returns

	the new uuid of the repository










	
decrypt_model(model, decrypt_key)

	Decrypt model.


	Parameters

	
	model (object [https://docs.python.org/3/library/functions.html#object]) – the object of model


	decrypt_key (str [https://docs.python.org/3/library/stdtypes.html#str]) – use decrypt_key to decrypt the model






	Returns

	object










	
delete_model(model_name, model_repository_name=None)

	Delete model.


	Parameters

	
	model_name – model name.


	model_repository_name – model repository name.






	Returns

	bool










	
delete_model_repository(model_repository_name)

	Delete model repository.


	Parameters

	model_repository_name – model repository name.



	Returns

	bool










	
download_model(save_path, model_repository_name=None, model_name=None, last_one=False)

	Download model from model repository to a file.


	Parameters

	
	model_repository_name (str [https://docs.python.org/3/library/stdtypes.html#str]) – The model name exists in the model repository


	save_path (str [https://docs.python.org/3/library/stdtypes.html#str]) – The path exist in the file system


	model_name (str [https://docs.python.org/3/library/stdtypes.html#str]) – Get the specific model file from the model reposiotry, if getting last one value for None.


	last_one (str [https://docs.python.org/3/library/stdtypes.html#str]) – Get the last uploading model from the model repository.













	
get_latest_model_info(model_repository_name=None)

	Get the latest model info, including created_at, tags, evaluation_result. (Support v2 API)


	Parameters

	model_repository_name – (optional)The name of model repository.



	Returns

	dict. the latest of model info in model repository.










	
get_model_id(model_name=None, model_repository_name=None, last_one=True)

	Get model id by model name.


	Parameters

	
	model_name (str [https://docs.python.org/3/library/stdtypes.html#str]) – model name. No need if last_one is true.


	model_repository_name (str [https://docs.python.org/3/library/stdtypes.html#str]) – model respository name where the model is.


	last_one (bool [https://docs.python.org/3/library/functions.html#bool]) – auto get the model_repository last one model






	Returns

	str model id










	
get_model_info(model_name, model_repository_name=None)

	Get model info, including created_at, tags, evaluation_result. (V2 API)


	Parameters

	
	model_name – model name


	model_repository_name – The name of model repository.






	Returns

	dict model info










	
get_model_repo_id(model_repository_name=None)

	Get model repository by name.


	Parameters

	model_repository_name (str [https://docs.python.org/3/library/stdtypes.html#str]) – 



	Returns

	str model repository id










	
set_blob_credential(blob_endpoint, encode_blob_accessKey, encode_blob_secretKey, blob_record_id, bucket_name)

	Set blob credential when upload the big model.


	Parameters

	
	blob_endpoint (str [https://docs.python.org/3/library/stdtypes.html#str]) – blob endpoint


	encode_blob_accessKey (str [https://docs.python.org/3/library/stdtypes.html#str]) – blob accessKey encode with base64


	encode_blob_secretKey (str [https://docs.python.org/3/library/stdtypes.html#str]) – blob secretKey encode with base64


	blob_record_id (str [https://docs.python.org/3/library/stdtypes.html#str]) – MD5 with instance_id + ‘_’ + accessKey


	bucket_name (str [https://docs.python.org/3/library/stdtypes.html#str]) – blob bucket name













	
upload_model(model_path, accuracy=None, loss=None, tags={}, extra_evaluation={}, feature_importance=None, coefficient=None, model_repository_name=None, model_name=None, encrypt_key='')

	Upload model to model repository. (Support v2 API)


	Parameters

	
	model_path (str [https://docs.python.org/3/library/stdtypes.html#str]) – (required) model filepath


	accuracy (float [https://docs.python.org/3/library/functions.html#float]) – (optional) model accuracy value, between 0-1


	loss (float [https://docs.python.org/3/library/functions.html#float]) – (optional) model loss value


	tags (dict [https://docs.python.org/3/library/stdtypes.html#dict]) – (optional) tag from model


	extra_evaluation (dict [https://docs.python.org/3/library/stdtypes.html#dict]) – (optional) other evaluation from model


	model_name (str [https://docs.python.org/3/library/stdtypes.html#str]) – (optional) Give model a name or a default name


	model_repository_name (str [https://docs.python.org/3/library/stdtypes.html#str]) – (optional) model_repository_name


	feature_importance (list [https://docs.python.org/3/library/stdtypes.html#list]) – (optional) feature_importance is the record how the features important in the model


	coefficient (list [https://docs.python.org/3/library/stdtypes.html#list]) – (optional) coefficient indicates the direction of the relationship between a predictor variable and the response


	encrypt_key (str [https://docs.python.org/3/library/stdtypes.html#str]) – (optional) If there is a encrypt_key, use the encrypt_key to encrypt the model






	Returns

	dict. the information of the upload model.
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  All modules for which code is available

	afs.models




          

      

      

    

  

    
      
          
            
  Source code for afs.models

import json
import logging
import os
from io import BytesIO
import afs.utils as utils
import re
import base64
from uuid import uuid4
from afs.utils import (upload_file_to_blob, dowload_file_from_blob,
                        encrypt, decrypt)
from afs.get_env import AfsEnv


[docs]class models(AfsEnv):
    def __init__(
        self, target_endpoint=None, instance_id=None, auth_code=None, token=None
    ):
        """Connect to afs models service, user can connect to service by enviroment parameter. Another way is input when created.
        """
        super(models, self).__init__(target_endpoint, instance_id, auth_code, token)
        self.entity_uri = "model_repositories"
        self.sub_entity_uri = "models"
        self.repo_id = None

        # Blob info
        self._blob_endpoint = self.blob_endpoint
        self._blob_accessKey = self.blob_accessKey
        self._blob_secretKey = self.blob_secretKey

[docs]    def set_blob_credential(
        self, blob_endpoint, encode_blob_accessKey, encode_blob_secretKey, blob_record_id, bucket_name
    ):
        """Set blob credential when upload the big model.

        :param str blob_endpoint: blob endpoint
        :param str encode_blob_accessKey: blob accessKey encode with base64
        :param str encode_blob_secretKey: blob secretKey encode with base64
        :param str blob_record_id: MD5 with instance_id + '_' + accessKey
        :param str bucket_name: blob bucket name
        """
        try:
            _blob_accessKey = str(base64.b64decode(encode_blob_accessKey), "utf-8")
            _blob_secretKey = str(base64.b64decode(encode_blob_secretKey), "utf-8")
        except Exception as e:
            raise ValueError(
                "encode_blob_accessKey, encode_blob_secretKey cannot be decoded."
            )

        self._blob_endpoint = blob_endpoint
        self._blob_accessKey = _blob_accessKey
        self._blob_secretKey = _blob_secretKey
        self.blob_record_id = blob_record_id
        self.bucket_name = bucket_name

        
[docs]    def get_model_repo_id(self, model_repository_name=None):
        """Get model repository by name.
        
        :param str model_repository_name:  
        :return: str model repository id
        """
        if model_repository_name:
            params = dict(name=model_repository_name)
            resp = self._get(params=params).json()

            if resp["resources"]:
                repo_id = resp["resources"][0]["uuid"]
            else:
                self.repo_id = None
                return None
            self.repo_id = repo_id

        return self.repo_id


[docs]    def get_model_id(self, model_name=None, model_repository_name=None, last_one=True):
        """Get model id by model name.
        
        :param str model_name: model name. No need if last_one is true.
        :param str model_repository_name: model respository name where the model is.
        :param bool last_one: auto get the model_repository last one model
        :return: str model id
        """
        if not model_repository_name:
            if not self.repo_id:
                raise ValueError("Please enter model_repository_name.")
        else:
            self.get_model_repo_id(model_repository_name=model_repository_name)
            if not self.repo_id:
                raise ValueError(
                    "Model repository with name {} not found.".format(
                        model_repository_name
                    )
                )

        if model_name:
            params = dict(name=model_name)
            extra_paths = [self.repo_id, self.sub_entity_uri]
            resp = self._get(extra_paths=extra_paths, params=params)
            resp = resp.json()
            for resource in resp["resources"]:
                if resource['name'] == model_name:
                    return resource['uuid']
        else:
            extra_paths = [self.repo_id, self.sub_entity_uri]
            resp = self._get(extra_paths=extra_paths)
            resp = resp.json()
            resources = resp["resources"]
            if resources:
                return resources[0]["uuid"]
        return None


[docs]    def download_model(
        self, save_path, model_repository_name=None, model_name=None, last_one=False
    ):
        """Download model from model repository to a file.

        :param str model_repository_name: The model name exists in the model repository
        :param str save_path: The path exist in the file system
        :param str model_name: Get the specific model file from the model reposiotry, if getting last one value for None.
        :param str last_one: Get the last uploading model from the model repository.
        """
        if model_repository_name:
            self.get_model_repo_id(model_repository_name)

        if not self.repo_id:
            raise ValueError("There is no specific repo_id to download.")

        model_id = self.get_model_id(
            model_name=model_name,
            model_repository_name=model_repository_name,
            last_one=last_one,
        )

        key = "models/{}/{}/{}".format(self.instance_id, self.repo_id, model_id)
        dowload_file_from_blob(
            self._blob_endpoint,
            self._blob_accessKey,
            self._blob_secretKey,
            self.bucket_name,
            key,
            save_path,
        )
        return True


[docs]    def upload_model(
        self,
        model_path,
        accuracy=None,
        loss=None,
        tags={},
        extra_evaluation={},
        feature_importance=None,
        coefficient=None,
        model_repository_name=None,
        model_name=None,
        encrypt_key=''
    ):
        """Upload model to model repository. (Support v2 API)

        :param str model_path:  (required) model filepath 
        :param float accuracy: (optional) model accuracy value, between 0-1
        :param float loss: (optional) model loss value
        :param dict tags: (optional) tag from model
        :param dict extra_evaluation: (optional) other evaluation from model
        :param str model_name: (optional) Give model a name or a default name 
        :param str model_repository_name: (optional) model_repository_name
        :param list feature_importance: (optional) feature_importance is the record how the features important in the model
        :param list coefficient: (optional) coefficient indicates the direction of the relationship between a predictor variable and the response 
        :param str encrypt_key: (optional) If there is a encrypt_key, use the encrypt_key to encrypt the model
        :return: dict. the information of the upload model.
        """

        if not isinstance(tags, dict) or not isinstance(extra_evaluation, dict):
            raise ValueError(
                "Type error, accuracy and loss are float, and tags and extra_evaluation are dict."
            )

        # Evaluation_result info
        evaluation_result = {}
        if accuracy is not None:
            if not isinstance(accuracy, (float, int)):
                raise TypeError("Type error, accuracy is float.")
            if accuracy > 1.0 or accuracy < 0:
                raise ValueError("Accuracy value should be between 0-1")
            evaluation_result.update({"accuracy": accuracy})

        if loss is not None:
            if not isinstance(loss, (float, int)):
                raise TypeError("Type error, loss is float.")
            evaluation_result.update({"loss": loss})

        if not isinstance(model_path, str):
            raise TypeError("Type error, model_name cannot convert to string")

        if not os.path.isfile(model_path):
            raise IOError("File not found, model path is not exist.")

        # Check default repo_id
        if not self.repo_id:
            # Find model_repo_id from name
            if model_repository_name:
                self.get_model_repo_id(model_repository_name)
                # If not found, create one
                if not self.repo_id:
                    self.repo_id = self.create_model_repo(model_repository_name)
            else:
                raise ValueError("Please enter model_repository_name")

        # Fetch tags apm_node
        pai_data_dir = os.getenv("PAI_DATA_DIR", None)
        if pai_data_dir:
            try:
                pai_data_dir = str(base64.b64decode(pai_data_dir), "utf-8")
                # double load to escape double quotes
                firehose = json.loads(pai_data_dir)
                if ("data" in firehose) and ("type" in firehose):
                    data = firehose["data"]
                    firehose_type = firehose["type"]

                    if "machineIdList" in data and firehose_type == "apm-firehose":
                        machineIdList = data.get("machineIdList", [None]).pop(0)
                        if machineIdList:
                            tags.update({"apm_node": str(machineIdList)})
            except Exception as e:
                print(
                    "PAI_DATA_DIR value is not valid json format for apm_node. Exception: {}, Value: {}".format(e, pai_data_dir)
                )

        # record encrypy or not
        tags.update({"is_encrypted": bool(encrypt_key)})

        if encrypt_key:
            data = None
            with open(model_path, 'rb') as f:
                data = f.read()
                data = encrypt(data, encrypt_key)
            with open(model_path, 'wb') as f:
                f.write(data)

        # Evaluation result
        evaluation_result.update(extra_evaluation)
        data = dict(
            tags=json.dumps(tags), 
            evaluation_result=json.dumps(evaluation_result),
        )
        if feature_importance:
            data.update({'feature_importance': json.dumps(feature_importance)})
        if coefficient:
            data.update({'coefficient': json.dumps(coefficient)})

        if self.afs_version >= '3.1.3':
            data.update(
                {
                    'dataset_id': os.getenv('dataset_id'),
                    'afs_target': os.getenv('afs_target'),
                }
            )

        # model name
        if model_name:
            self._naming_rule(model_name)
            data.update({"name": model_name})

        extra_paths = [self.repo_id, self.sub_entity_uri]
        file_size = os.path.getsize(model_path)
        # upload model file
        if file_size < (5*1024**3):
            if not (
                self._blob_endpoint
                and self._blob_accessKey
                and self._blob_secretKey
                and self.bucket_name
            ):
                raise ValueError(
                    "Blob information is not enough to put object to blob, {}, {}, {}, {}".format(self._blob_endpoint, self._blob_accessKey, self._blob_secretKey, self.bucket_name)
                )

            # Create model metadata
            resp = self._create(data=data, extra_paths=extra_paths, form="data")
            model_id = resp.json()["uuid"]
            key = "models/{}/{}/{}".format(self.instance_id, self.repo_id, model_id)

            try:
                object_size = upload_file_to_blob(
                    self._blob_endpoint,
                    self._blob_accessKey,
                    self._blob_secretKey,
                    self.bucket_name,
                    key,
                    model_path,
                )
            except ConnectionError as ex:
                # Delete model metadata if connection error
                extra_paths = [self.repo_id, self.sub_entity_uri, model_id]
                resp = self._del(extra_paths=extra_paths)
                raise ex

            # Update PUT Model File_info
            extra_paths = [
                self.repo_id,
                self.sub_entity_uri,
                model_id,
                "file_info",
            ]
            put_payload = {"size": object_size, "blob_record_id": self.blob_record_id}
            resp = self._put(extra_paths=extra_paths, data=put_payload)
        else:
            raise Exception("The size of the file has exceeded the upper limit of 1G")

        if int(resp.status_code / 100) == 2:
            return resp.json()
        else:
            raise RuntimeError(resp.text)


[docs]    def create_model_repo(self, model_repository_name):
        """
        Create a new model repository. (Support v2 API)
        
        :param str model_repository_name: (optional)The name of model repository.
        :return: the new uuid of the repository
        """
        if isinstance(model_repository_name, str):
            self._naming_rule(model_repository_name)
        else:
            raise TypeError("Repo name must be string")

        payload = dict(name=model_repository_name)
        resp = self._create(payload)
        self.repo_id = resp.json()["uuid"]
        return self.repo_id


[docs]    def get_latest_model_info(self, model_repository_name=None):
        """
        Get the latest model info, including created_at, tags, evaluation_result. (Support v2 API)
        
        :param model_repository_name: (optional)The name of model repository.
        :return: dict. the latest of model info in model repository.
        """
        model_id = self.get_model_id(
            model_repository_name=model_repository_name, last_one=True
        )

        if model_id:
            extra_paths = [self.repo_id, self.sub_entity_uri, model_id]
            resp = self._get(extra_paths=extra_paths)
            return resp.json()
        else:
            raise ValueError("Model not found.")


[docs]    def get_model_info(self, model_name, model_repository_name=None):
        """Get model info, including created_at, tags, evaluation_result. (V2 API)
        
        :param model_name: model name
        :param model_repository_name: The name of model repository.
        :return: dict model info
        """
        if not self.get_model_repo_id(model_repository_name=model_repository_name):
            raise ValueError("Model_repository not found.")

        model_id = self.get_model_id(
            model_name=model_name, model_repository_name=model_repository_name
        )

        if model_id:
            extra_paths = [self.repo_id, self.sub_entity_uri, model_id]
            resp = self._get(extra_paths=extra_paths)
        else:
            raise ValueError("Model not found.")

        return resp.json()


[docs]    def delete_model_repository(self, model_repository_name):
        """Delete model repository.
        
        :param model_repository_name: model repository name.
        :return: bool 
        """
        if not self.get_model_repo_id(model_repository_name):
            raise ValueError("Model_repository not found.")

        extra_paths = [self.repo_id]
        resp = self._del(extra_paths=extra_paths)

        if int(resp.status_code / 100) == 2:
            return True
        else:
            return False


[docs]    def delete_model(self, model_name, model_repository_name=None):
        """Delete model.
        
        :param model_name: model name.
        :param model_repository_name: model repository name.
        :return: bool
        """
        if not self.get_model_repo_id(model_repository_name=model_repository_name):
            raise ValueError("Model_repository not found.")

        model_id = self.get_model_id(
            model_name, model_repository_name=model_repository_name, last_one=False
        )
        if not model_id:
            raise ValueError("Model not found.")
        extra_paths = [self.repo_id, self.sub_entity_uri, model_id]
        resp = self._del(extra_paths=extra_paths)

        if int(resp.status_code / 100) == 2:
            return True
        else:
            return False


[docs]    def decrypt_model(self, model, decrypt_key):
        """Decrypt model.
        
        :param object model: the object of model
        :param str decrypt_key: use decrypt_key to decrypt the model
        :return: object
        """
        return decrypt(model, decrypt_key)


    def _create(self, data, files=None, extra_paths=[], form="json"):
        url = utils.urljoin(
            self.target_endpoint,
            "instances",
            self.instance_id,
            self.entity_uri,
            extra_paths=extra_paths,
        )

        if not files:
            if form == "json":
                response = utils._check_response(
                    self.session.post(
                        url,
                        params=dict(auth_code=self.auth_code),
                        json=data,
                        verify=False,
                    )
                )
            elif form == "data":
                response = utils._check_response(
                    self.session.post(
                        url,
                        params=dict(auth_code=self.auth_code),
                        data=data,
                        verify=False,
                    )
                )
        else:
            if form == "json":
                response = utils._check_response(
                    self.session.post(
                        url,
                        params=dict(auth_code=self.auth_code),
                        json=data,
                        files=files,
                        verify=False,
                    )
                )
            elif form == "data":
                response = utils._check_response(
                    self.session.post(
                        url,
                        params=dict(auth_code=self.auth_code),
                        data=data,
                        files=files,
                        verify=False,
                    )
                )

        return response

    def _get(self, params={}, extra_paths=[]):
        url = utils.urljoin(
            self.target_endpoint,
            "instances",
            self.instance_id,
            self.entity_uri,
            extra_paths=extra_paths,
        )

        get_params = {}
        get_params.update(dict(auth_code=self.auth_code))
        get_params.update(params)
        response = utils._check_response(
            self.session.get(url, params=get_params, verify=False)
        )
        return response

    def _del(self, params={}, extra_paths=[]):
        url = utils.urljoin(
            self.target_endpoint,
            "instances",
            self.instance_id,
            self.entity_uri,
            extra_paths=extra_paths,
        )

        get_params = {}
        get_params.update(dict(auth_code=self.auth_code))
        get_params.update(params)
        response = utils._check_response(
            self.session.delete(url, params=get_params, verify=False)
        )
        return response

    def _naming_rule(self, name):
        limit = 72
        if len(name) > limit or len(name) < 1:
            raise ValueError("Name length is upper limit 1-{} char".format((limit)))

        pattern = re.compile(r"(?!.*[^a-zA-Z0-9-_.]).{1,72}")
        match = pattern.match(name)
        if match is None:
            raise ValueError("Naming rule is only a-z, A-Z, 0-9, - and _ allowed.")

        return True

    def _put(self, data, extra_paths=[]):
        url = utils.urljoin(
            self.target_endpoint,
            "instances",
            self.instance_id,
            self.entity_uri,
            extra_paths=extra_paths,
        )
        get_params = {}
        get_params.update(dict(auth_code=self.auth_code))
        response = utils._check_response(
            self.session.put(url, params=get_params, json=data, verify=False)
        )
        return response
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